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Abstract The lack of legislation on criminal electronic data forensics has led to numerous
dilemmas in judicial practice, such as unclear subjects of forensics, excessively broad
scope of forensics, the absence of exclusionary rules for illegally obtained evidence, and
violations of citizens' privacy and property rights caused by integrated collection
procedures. Drawing on relevant international experience and considering China's
judicial realities, future legislative revisions should focus on clarifying the subjects of
electronic data forensics, restricting the scope of forensics, improving provisions for
examination and approval procedures and remedies, and emphasizing the construction

of legality in evidence collection.
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